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Regulation S-P: Now More Important Than Ever

By Todd E. Schwartz

July 1, 2007, marked the six-year anniversary of
the Securities and Exchange Commission’s (SEC)
adoption of Regulation S-P. Reguiation $-P requires
SEC-leve] investment advisory firms (“firms”) to
implement privacy policies to protect their clients’
“non-public financial information.”® Additionally, the
regulation requires firms to give clients a privacy
notice when they first engage the firm and annually
thereafter. Finally, under certain circumstances,
Regulation S-P requires firms {o give clients an
opportunity to opt out of disclosures described in the
privacy notice. State-based investment advisory firms
are held to essentially the same standards by regula-
tions adopted by the Federal Trade Commission.

Privacy policies, or the lack thereof, have become a
common area of deficiency detected during SEC
exarninations. Adding further gravity to the six-year
anniversary of Regulation 8-P, the SEC is currently
engaged in an investigation which may result in the
first enforcement action involving a violation of
Regulation 5-P.% Simultaneously, the SEC and other
federal agencies have proposed a rule {“Proposed
Model Privacy Form Rule™} which, if implemented,

would have a significant impact on investment
advisory firms’ current privacy policies.

This article provides tips to bolster your firm's current
privacy policy and ensure your firm is in compliance
with Regulation S-P. Finally, this article summarizes
a Proposed Model Privacy Form Rule that could be
proklematic for ali firms, but particutarly for those
firms using language in their privacy notices from
Regulation S-P’s current sample clauses.?

Tips

s Ensure your privacy policy is in writing and is
being used on a consistent basis. Written
policies do litlle or no good, and can be the
cause of great harm, if they are ignored. Do not
place yourself in a position where an SEC exam-
iner dusts off your privacy policy and proceeds to
use it égainst you. In a worst-case scenario, the
SEC could find that your firm’s failure to protect
your clienis’ confidential information is a breach
of your fiduciary duties.

& Do noi mistake vour privacy notice for your
privacy policy. A privacy notice must be provided



to clients upon initial engagement and annually
thereafter. A privacy palicy is a stand-alone
internal document providing a methodoiogy for
keeping confidential client information secure,
Both the privacy notice and privacy policy are
required under Regulation S-P.

Always leave & paper/electronic trall. Compliance
is 99% documentation. As your firm upholds the
requirements of your privacy policy throughout
the vear, be sure to keep electronic or paper
records of your efforts. For instance, a privacy
policy should include certain internal testing
requirements to ensure clients' confidential
information is truly safe. At a8 minimum, create a
privacy policy file and write a mermo to the file
describing the manner of testing performed, as
well as the testing results {including successes
and any corrective actions taken). Document
other compliance-related work in the same
manner. Documentation will alsc ease the task
of writing the annua! compliance report required
under SEC regulations.

Require certain thivd-party service providers
petentially having access to cllents’ confidential
information to sign a non-disclosure agreement.
Note that non-disclosure agreements should

be considered even where direct access to
confidential information is not contemplated.

If the third party could access the information,
whether in good faith or bad, a non-disclosure
agreement should be reguired. Examples of third
parties wha should sign a non-disclosure agree-
ment include, but are not lirmited to: 1) informa-
tion technelogy (IT) consultants, 2) bookkeepers
and 3) temporary workers. A confidentiality
agreement would not normally be necessary with
respect to a broker-dealer or bank custodian who
is in contractual privity with clients, and also bound
by Regulation S-P's requirements.,

Use IT consulfants to suecessfully implement
and malntaln your privacy policy. Many invest-
ment advisory firms do not have the in-house
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technological expertise to properly implement a
privacy policy. Censider hiring an IT consultant to
do the heavy lifting refated 1o the technological
requirements of your privacy policy. An IT consul-
tant can design and test major components of
your policy. For instance, an IT consuitant can
set up vour Internet firewall and conduct annual
tests (which should be documented and placed
ir the privacy policy file, as discussed above) to
confirm the invulnerability of your firawall to
hackers. The same process should take place
regarding your data back-up and recovery system
and password-protection practices,

Include no-phishing language in your privacy
policy. “Phishing” is the illegal attempt to trick
consumers into providing personal, confidential or
financial information, including account numbers,
passwords and Social Security numbers. Phishing
is becoming more commaon.? Phishing might
include, for example, sending an email to a user
falsely claiming to be a person of authority in an
attempt to deceive the user into surrendering
confidential information that wili be used for
identity theft. In the good old days, bad guys
would typically attempt to scam you in person.
Nowadays, incidents involving personalized
swindling seem less frequent. Today the
instruments of choice are the telephone, the
Internet (including fraudulent websites) and
email. Ensure your privacy policy includes
procedures to confirm the identity of any
individuals requesting clients’ confidential
information. Most firms require a request for
confidential information by a third party to be
escalated and authorized by the firm's chief
compliance officer (CCOY.

Turn your weaknesses into strengihs. if there
are any problems or vulnerabilities discovered
relating to your firm’s privacy policy, describe the
problem in writing and state how the issue was
remedied. Documentation of your firt's successful
resolution of compliance problems will greatly



increase your firm's gredibility in the eyes of the
SEC. Advisors should be aware that lack of
documentation, or 100% positive documentation,
will only increase SEC scrutiny.

8 Conduct privacy pelicy trainings. |deally,
trainings related to protection of clients’
confidential information should be conductad
no less than annuaily. Conclude the training by
asking each employee to sign g statement
indicating that they participated in the training,
have read and understand the firm's privacy
policy, and appreciate the importance of keeping
clients’ confidential information secure and the
consequences of failing to do so. '

Reguiation S-P proposed rule change

As mentioned above, on March 29, 2007, the SEC
and other federal agencies responsible for enforeing
the provisions of Regulaticn S-P issued proposed
rule changes. The core of the proposed rule is the
Proposed Model Privacy Form Rule.$

Under the Proposed Model Privacy Form Rule,
investment advisory firms using the model privacy

form will be granted “safe harbor.” In other words,
firms using the model privacy form will be consid-
ered in compliance with the notice requirements of
Regulation S-P. Under the current rules, firms are
granted safe harbor if they use language included in
sample clauses contained in the rules. However,
this safe harbor might disappear if the Proposed
Model! Privacy Form Rule is enacted. If it is enacted
as proposed, one year following the enactment,
investment advisors formerly relying on the current
sample clause language would lose the safe harbor
protections offered by the current rules.®

if your firm has used the language from the sample
clauses contained in the current ruies, you are in
danger of having the safe harbor rug pulled out
from under you. CCOs shouid closely monitor the
Proposed Model Privacy Form Rule. If it is adopted
as proposed, a complete overhaul of your privacy
notice witl be required. Because of other changes to
the current rules, such an overhaul will also likely
be necessary for investment advisory firms which
¢hose not to use the sample clause language.
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Compliance Resources on www.schwabinstitutional.com

Visit the compliance site on www.schwabinstitutional.com for compliance and regulatory information and
solutions., Schwab works with third-party firms to provide select resources that help keep you informed of
certain regulatory and compliance developments. The site features Compliance Hot Topics, Templates and
Guideline Documents, a Rulemaking Calendar, archived issues of Compliance Review, Third-Party Resources
and Discounts. As a unigque resource, this single-destination compliance site is complimentary and exclusive
1o advisors who work with Schwab Institutional®

Visit www.schwabinstitutional.com > Eesource Center > Complianse today!

' For the purposes of this article, “non-public financial information” means sensitive information reasonable individuals would consider
confidential.

* NEXT Financiai Group, an independent broker-dealer, has confirmed it is currently the subject of an SEC investigation in a surprising context.
Allegedly, Regulation 5-P was violated when NEXT hired a registered representative from another broker-dealer who intended to use
confidential client information from his or her former broker-dealer firm to generate new business at NEXT. 8ee Financial Services Institute's
SEC comment letter, May 28, 2007, at http://sec gov/comments/s7-09-07/s70907-14..pdf,

% See “The Interagency Proposed Rule for Model Privacy Form Under the Gramm-Leach-Bliley Act,” SEC Rel, No, 34-55497, (A-2588, |C-27 755,
File No. 57-08-07, available at htte://sec.gov/rules/proposed/2007/34-55497.df.

*iIn May 2007, the SEC issued a release stating that Individuais had contacted firms by phone, identified themselves as SEC staff ang
demanded immediate access to confidential records. The SEC's warning about the imposters is avatlable at www,sec.gov/about/offices/
ocie/imposteralert.htm.

 See above, footnote 3.

“ The Proposad Model Privacy Form Rule, which is apparently intended to simplify the privacy notice requirements under Regulation S-P,
poses & number of other polentiat prablems for investment advisory fisms, For an excellent discussion of these isstes, see the Financiai
Services institute's SEC comment letter, May 29, 2007, at hitp://sec.gov/comments/s7-09-07/570807-14,pdf,

The information available through the compliance resources page of the Schwab tnstitutional website is for general information only, and is
not intended to provide specific compliance, regulatory or legal advice. For further information, contact your tegal and/or compliance counsel.

The services and opinions of the authors are independent of Charles Schwab & Go., Inc. Nelther the author nor fis firm is affiliated with or an
employee of Sohwab. The articles and opinions in this publication are for general information only, and are not intended to provide specific
compliance, regutatory or legal advice. Schwab makes no representations about the accuracy of the information in the publication or its
appropriateness for any given situation. For further information, please contact your legal and/or compiiance counsel.
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